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3.17.1) ms"lmayamswgqummu%mumagaau (Use of Secret Authentication Information)
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3.18) u‘llﬂmﬂu?m'ié’mn’linﬁl,ﬁ"]ﬁwmqﬂ%\ﬂu (User Access Management Policy)
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3.18.3) NISNUNIUANENITLTNDIUDIL LTIU (Review of User Access Rights)
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Information Security Policy for Supplier Relationships)
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(Addressing information security within supplier agreements)
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mifmmuﬁﬁmﬂ”ﬁmﬂmw%miwmummuenﬁﬁmaﬁﬁq nssyanana N13Aeas NILIMNISANTS SRR

ansauInALazviesTULaTaumA Fasdarndannasiugdlduinisniauen iessyfeaauiulinseusesdldiinng

= d‘ Y a o @ | ] o Y a d‘ .
nauenlunnnail wedliuinisnieuenyitnisdnedasausie e liusnissneaw - (Supply chain)

a a Y a . . . . .
3.22) gk mmuLmzwumummﬂmpj‘lﬂmmsmzlu'an (Monitoring and Review of Supplier Services)
B9ANIFRIANNIAARIN NUNIL wazagIaLsuiiunsiTnsaesdlitsnnsnauanaetnigsinane nItinu3Em
Hnnsdendsenuniauaniiieaiunisaiiunisdaivienatsiidudayadouyanaeaniingu i usEniudin
' dl a o Y a a o o ¥ 1 Adl ' v o a o ! v o =3 ¥
1@NaN3sinaT] IMeuFEm A lduInag Uiimazimua liuaeanungnindnslunisanfiunisdainanaidniudeyal
o Adi o ¥ o a vl o o ! k3 A
prNALINaA Nl aendtresdayadauyArataantinauuas i liinnsienansdsnaaldlduaniuiieannnig

AL UIR9N9LE N W TR Taed




WHA Group
ulgwgmssamsanusiuadslaanns louasuazasauna
Cybersecurity and Information Security Management Policy GROUP

1) faedinisnaasunisliuinisarnmbasuniauan gituinnmagauandudasinoiug annudnlaly
o . y o y :
Fasputasaiasaunauarioyadiuynna naenauteulauazdannasing 7|

2) lunsaindmanisninnsznusannlaendalaanianmguiannyAAaNEuen AaIIn1ALTEWNNG e
FNHIAINGNABIN A UNANFIMLAz A HUN 1IN U e Tunsainan i 1l deyryansiiudnEAYNAL (Non-
Disclosure Agreement) Lilusiu

3) Annemsratlszidug Wusnisanniewanynt Inednvii luseunismsatssdug Wusnisniauen agly

A dd‘ ] o K v o a [
sruvgnsanA vza lunsiin ldanunsnaaiuiinlussuuansawmals laiunnsmauuunasy
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(Information security for use of cloud services)
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(Assessment and decision on information security events)
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3.28) nSnugIUTINUANGIU (Collection of evidence)

v o =3

Incident Response Team (IRT) mmfammmqumuﬁ’ﬂﬁ’]mﬁmﬁu grusunnaziinauiuaslaeniy
ansauma Wetluanusiiannddeds WeanasanisduAunawneInsiamnaziiaauiupslasnsie

arsauma wazannen idundngunenuluduenald

3.29) ANuNuAsLaaANERTAUNALUTIN ANNSUY ATEIN (Information security during disruption)
Wetlesiuuaziuianuniavgageinaesnisniiugsna suiasnaindaanaiuseanisinaueesszuy lidnay

k% P

o a A rdl 1 Y 3 dj ! v a = ! (3 1 <
FUPURALNG NUTITNTR M?@’Q'mLﬂﬁ‘!ﬂ’]ﬁ‘mwvl,ll@qll’]i‘ﬂﬂqﬂﬂqi‘ﬂﬂﬁ@'lﬂﬂuq mnaimnmmﬁmmu’mm@mﬂﬂumm




WHA Group
ulgnsmassanisauawastaaans lowasussasauwng
Cybersecurity and Information Security Management Policy GROUP

ae AIIUAIAITATINLEULEINIAAN9A NG aLHaslun19ANHugsAa (BCP) AxLanadns (P-ISP-1301) Lvaanmana

TuLINIRInAnsEUAInmeNsinenan et lusyauneansuls uaziaunsnanfiugsianansesasdnssialils

3.29.1) NMgNNLEUANNABLHRIAIUANNNUAUaanN e L LIRS L AT AN SR ULNA

(Planning Cybersecurity and Information Security Continuity)
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3.30) AMUNTANATU ICT NBAINNABLUBININGINS (ICT readiness for business continuity)
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(Compliance With Legal and Contractual Requirements Policy)
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(Identification of Applicable Legislation and Contractual Requirements)
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3.34) mfsﬂmﬁ'm?'ﬂgamuqﬂﬂa (Privacy and protection of personally identifiable information)
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review of information security)
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4)  NIMSNITATULARINS (People controls)
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4.5)  AMNTUHNATAUNEUAINITAUGR wTan1silaauulanisasny

(Responsibilities after termination or change of employment)
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5) NATINIINIMENIN (Physical controls)
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53)  msfhmanuiuanlaansadwiudninnu vasineu uasginsal

(Securing Office, Room and Facilities)
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54)  n19E1929ANUAMNNUAILABAAENIINIEATN (Physical security monitoring)
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55)  n5ainuAaAEANAINAINNNLUANLALENINLIARDN

(Protecting against External and Environmental Threats)
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57) Thzvirnuilsasensedinnuacnmatlamnunitaanauiiaimas (Clear desk and clear screen)
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5.8) Maal m’mmzﬂmﬁ'uqﬂﬂitﬁ (Equipment siting and protection)
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59) AanuNuAtlaannsramsnagaUNmMs i nuLanaInng (Securty of assets off-premises)
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5.10) ulguranisanns@atiudindaya (Media Handling Policy)
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5.10.1) MsUSINTIRNIsARLIUTINTaYA (Management of Media)
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5.10.2) ﬂﬁimugﬁﬂaﬂuuWﬂmﬂga (Physical Media Transfer)
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5.11) i:‘uuLtmqﬂnimﬂuuméum'smmu (Supporting Utilities)
gunsniesldsunistesiuntsduimaczesnszua iy uaznisvgagsindu | NRaWANIAINN1IANINALTR4
sruLuazgUnIlaiuayunNIINUsna

v

1) aunsndreuiowmesuaziesednandAnysasialnsnidrsasiiingniau (UPS) ialdszunvinausaliiawse
2 . . r .
Augansvinaueeamanzan WaszuuWindadas

2) feainnisnsagaugLninidisesliingnidunudunenaesiuanatsaniane wWaliiuladigunsali

nanaaunInIasiuneulAdafaym Wi dadas
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5.13) n151igesnwalnsal (Equipment maintenance)
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6) masmMsmamalulag (Technological controls)
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6.2) ANBNISLINDNbUTEALNLAE (Privileged access rights)
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4) HldasaananszuuiAzatng (Log-off) viui e ldauiaianze iilavuandusasldeuan
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6.4) NNSINNANSLINDITRASHLAR (Access to source code)
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6.5) NIsNgAUsAUNNANNNUAILUanNE (Secure authentication)
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6.6) NITUTUITAANIFTUAAIMNAINITOURITEULU (Capacity Management)
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6.7) wlaunanistlasnuldsunsulalseqann (Protection from Malware Policy)
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6.8) ulgunan1suIMITannIstadlunianianala (Technical Vulnerability Management Policy)
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6.12) n1sdasnunissaluarasdaya (Data Leakage Prevention)
s v A ° o o Y %o A . N
’ﬂmﬂimfﬂ\‘mmimmmm?ﬂ’]iﬂ’ﬂ\iﬂumﬁﬂumm“ﬂﬂsﬂﬂ mﬂi:ﬂqﬂﬁﬂ,‘ﬁﬂ‘mzuu LATRAUNE LL@%’@H?MG}N °'| NN

o o

nsiszanana AU visesl-detayad1Any

6.13) u‘iﬂmﬂmsd"]sm"ﬁ'@gﬂ (Backup Policy)
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6.14) ulaunanismsannsgilnsailszasanadisas (Redundancies Policy)
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6.15) uTzlmﬂm'suuvmmagaaan uazn19LHN9E29 (Logging and Monitoring Policy)
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¥ KX v o

rd‘ o KX a v =< ¥ Qi '
1RHA Log LL@@\‘IL‘M@H’WQA muuwnmmimmcﬂmm V‘]ﬁ‘@'ﬂﬂ@‘llﬂ\‘lﬂqi‘mWﬂﬂﬂlﬂi;ljﬂﬂqﬁ‘VH\i’]u“lI‘ﬂxiﬁ‘z‘Ll']_W]bJLﬂuiﬂ

pxduseulng Anuiiananlunsinnueessyuy wasmsnsnianuiueslaensit sesdinisiuinld 4nifiu uasunou

atvadnane gunsnfifuiindaya Log azldiunistlesiuannmsulasuulasudle uaznisdnislaeldliueynyan

o o < . . o e
6.16) msw’h'smqmswmumms:uuLm:qﬂmm (Monitoring Activities)
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6.16.1) N1FAAMINNITNINULBILATAILNTNE (Server Monitor)
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6.16.2) N19ASIARAUSILNTTNNF LEIULATRAE (Network Monitoring)
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6.17) NITAIUIRNLIAYNABIASINU (Clock Synchronization)
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6.18) nsldlilsunsnassadsslamiflasuanalussduiivae (Use of privileged utility programs)
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6.19) uUlenNEMSsAILANMSH aemanduas ST lE e (Control of Operational Software Policy)
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6.20) ulennaizmsanmsannlupslaannaaaansatng (Network Security Management Policy)
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6.21) ANNNUAILaRANARINTLLSMSLATRAE (Security of Network Services)
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6.23) N1sAANTRLIU (Web fitering)
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6.24) u‘iﬂmﬂmmmﬂmsumaga (Cryptographic Controls Policy)
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2.2) mimmmummqﬂﬁ@wmmiﬂizmam (Control of internal processing)
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6.26) ANMNARINTAUANNNUAIURBANEURILBLNALATY (Application security requirements)
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(Information Security Requirements Analysis and Specification)
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(Secure system architecture and engineering principles)
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(Security testing in development and acceptance)
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(Separation of development, testing and operational environments)
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(Protection of information systems during audit testing)
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